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1. E26/E27 In General
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APl What is IACS E26 / E27?

What is the involvement

from APl Marine ?

What does the shipowner
and shipyard need
to do to comply?

What is the difference
between E26 and E27?

Who is responsible
for what?

WWW.API-MARINE.COM

Is Type Approval necessary
for these requirements?

Which equipment in
scope for E26 and E277?
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2. E26 Regulations
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APl What types of vessels are covered

by the regulations?

WWW.API-MARINE.COM

Applies to vessels with a contract after 1 July 2024

Over 500GT for Passenger ships, cargo ships, offshore platforms - involved in
international travels

Any size of self-propelled platform involved in marine construction (e.g. offshore wind

farm)

Coastal / domestic vessels do not have to meet the requirement
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3. Shipyard & Shipowner

Responsibilities

7/24



o

API

MARINE

JACS E26 (Shipping Company and

Shipyard responsibility)

The rule requires that the ship detects the threat to
cybersecurity, protects against it and the systems recover in
the event of a cyber attack - during the design phase to the

operational phase.

E26 considers the ship as a large cyber space configured by

different networks.
E26 requires the ship owner and shipping company to prove

that the ship definitely addresses (secures) the cyber attack

risk.

= 01<<16);}

==, rho(ao, a1, a2){ thet

_;7ThreeWay::Base::
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APl IACS E26 (Shipping Company and

Shipyard responsibility)

Documentation from design phase to commission phase is the shipyard's responsibility

N » BN

Documentation under operation (after the delivery of the vessel) is the shipping company’s responsibility

. Annual inspection . Special inspection




APl What should the Shipyard and the

Shipping Company do?

Shipyard

Documentation of installed equipment, cyber security description etc.
Implement approved products
Prepare “cyber resilience” (resistance) test

Cyber resilience test must be approved by the class surveyor (physical presence)

Shipowner

* Documentation of “cyber resilience” program

* Prepare and initiate all annual inspections and a 5-year special inspection
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APl Equipment covered by E26

WWW.API-MARINE.COM

Equipment that in the event of a cyber attack could cause harm to the safety

operation of the crew and the environment:

Propulsion system Watertight and flooding system
Steering system Light

Anchor Navigation system

Generator, power distribution « Radar/sonar/GPS/AIS/VDR/LRIT
Fire and extinguishing systems « BNWAS/ECDIS/TCS/THD/HCS

Bilge and ballast system Communication system

* Navtex/EGC/VHF/MF-HF/PA/DSC

IP & SERIAL COMMUNICATION - SUBJECT TO E26
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APl Cyber Security Topology Diagram

Cyber Security Topology Diagram
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4. E26 Security

Requirements
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—p1 Technical Security Requirements

= |ACS E26

Annual inspection

Protect Response

Identify

Recover

Recovery planning
and implementation

' Response planning and

' Real-time monitoring |
. implementation

" and alarming

- Inventory of assets and - Partition hierarchical

Identification of
shipboard systems and
their correlations and
associated data flows

Identification of network
segments with different
functions and different
physical installation
locations

Identification of personnel

and responsibilities

. personnel | active defense

Security defense
solution architecture
design

Establish security
policies and protection
methods

Ship-end hardware
installation and
software configuration

Monitor and protect
against data anomalies
Monitor and protect
against network
anomalies

Audit and record network
activity

Monitor and record device

management activities
Device self-diagnosis
function

Annual inspection

Incident and
cybersecurity incident
response plan

Isolate the network

Fallback measures

Recovery plan
Backup plan

Restoration and backup
technology

Plan implementation




-5 Technical Security Requirements

== |ACS E26 & E27

UR E26 Cyber Resilience of Ships UR E27 Cyber Resilience of On-board Systems and
Equipment

Purpose Integrate ship-wide operational technology(OT) Protect and enhance the integrity of systems and equipment
and information technology (IT) equipment into the | (ecach CBS supplier's responsibility)
ship network. (Shipyard's responsibility)

Requirement 17 Detailed Requirement (Based on NIST 41 Detailed Requirement (Based on |[EC 62443-3-3)
Framework)

@ UR E26 @

Requirements

e

Application 1st Jul, 2024 (This UR is to be uniformly implemented by IACS Societies on ships contracted for construction on or
Date after Ist July, 2024). *UR E26 Revision will be issued in Nov or Dec, 2023.

Docs. 1) Inventory list of CBS (Computer-Based 1)  CBS asset inventory
Systems) 2) Topology diagrams
2) Design & philosophy document 3) Description of security capabilities
3) Logical map of networks 4) Test procedure for security capabilities
4) Risk assessment 5) Secure development lifecycle
5) Test Procedure
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Description Category

41131 Inventory of CBSs and networks onboard Hardware
MARINE
41 |dentify
41132 Inventory of CBSs and networks onboard Software
4913 Security Zones and Network Segmentation
49293 Network protection safeguards
49233 Antivirus, antimalware, antispam and other protections from malicious code
4943] Physical access control
492439 Physical access control for visitors
49433 Physical access control of network access points
4.2 Protect
492434 Removable media controls
492435 Management of credentials
49436 Least privilege policy
49253 Wireless communication
49263 Remote access control and communication with untrusted networks
497 Use of Mobile and Portable Devices
431 Network operation monitoring
43 Detect
439 Verification and diagnostic functions of CBS and networks
441 Incident response plan
449 Local, independent and/or manual operation
4.4 Respond
443 Network isolation
444 Fallback to a minimal risk condition
451 Recovery plan
4.5 Recover 459 Backup and resore capagbility
453 Controlled shutdown, reset, restore and restart
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5. Class Standard

Levels
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;

Maritime Cyber Security Standards

——___

CYBER MANAGED

Cyber secure

Applicable to

Entry-level
ntry-leve newbuild/operating vessels

Establish a cyber security
management system to meet
IMOMSC.428(98) resolution

Cyber secure (ESSENTIAL)

Establish a cyber security
management system

CYBER SECURE

Only applicable to newbuilding
Establish the safety design of
the ship and the security of the
ship-to-shore communication
network

Basic level

Verify CBS safety features
Security Class
Ensure SP1 (IEC62443 SL1)

Cyber secure (ADVANCED) CYBER RESILIENT

For newbuilding only
Establish the minimum required
security resilience against
cyberattacks

Senior

Ensure SP3 (IEC62443 SL3)

Cyber secure+

Additional, flexible, not part of the
basic and advanced.

Other systems

Cyber Security (M,

P[SLO1/S[SLx])

SLO minimum

SL1 Incidental

SL2 small amount

SL3 abundant

SL4 Organized

CS-System Established Level 1

Applicable to equipment
vendors

CS-PDA

(IEC62443 SL1)

Establishment level, suitable for those who do not
have mature interconnection and ship-to-shore
interconnection

CS-Ready Enhanced Level 2

Applicable to newbuilding (IEC62443 SL2)

Enhanced, suitable for high-level interoperability
or certain threats

CS-1/CS-2 Accomplished Level 3

Applicable to operating
vessels

(IEC62443 SL3)

Completed, suitable for managing complex
threats and taking on more advanced risks

CS-1<CS-2

Optimized Level 4
(IEC62443 SL4)

Op’rimized, suitable for mature security po|icies
and high assurance capabilities

WWW.API-MARINE.COM
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6. Implementation -

Procedures & Steps
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POWERED BY
SANGO MARINE

Role \
Process

Integrator

Shipowner

Shipyard

Equipment
Supplier

Service

Initial Research

Provide cybersecurity consulting
to shipowners/shipyards.
Provide a draft asset equipment
list (including device connection
methods) that meets E26
requirements.

Discuss and develop a specific
implementation plan for the
project with the
shipowner/shipyard, and provide
the initial version of the security
architecture design and TA.

Provide existing cybersecurity policy
documents and personnel information
for the integrator's reference.

1)  Provide a draft of the asset
equipment list required for E26
(including device model,
connection methods, system
versions, and other relevant
information).

Coordinate with equipment
vendors to provide the necessary
content in the asset list.

Process and Steps

Programme Design

Based on the formal E26 asset
equipment list provided by the
shipowner/shipyard, prepare the
complete "asset list" required for the
E26 application.

Prepare all materials required for
E26 in accordance with
classification society requirements.
Identify the list of vendors that are
exempted/non-exempted.

Cooperate with the shipyard/integrator
to collect the required materials when
necessary.

Cooperate with the shipyard/integrator
to collect the required materials.

Provide the required documentation
(including but not limited to backup and
recovery plans, emergency response
plans, etc.) in accordance with the
classification society’'s E26 requirements.

Submission for Approval /
Implementation Preparation

Submit the review documents
and complete the approval
process as per classification
society requirements.

Provide the shipyard with
system installation/wiring
diagrams.

Prepare hardware equipment
procurement and basic setup.
Develop test outlines and
conduct internal testing.

Complete pre-implementation
preparations such as hardware
installation and fixation of
cybersecurity devices, power cable
routing, and communication cable
routing, based on the system
installation/wiring diagrams
provided by the integrator.

Implementation and Delivery

1)  Responsible for on-site
installation, commissioning,
configuration, testing, and
rectification, as well as
cybersecurity technical
reinforcement.

Responsible for completing the
classification society inspection,
successfully conducting the
evaluation, and obtaining the
cybersecurity compliance symbol.
Responsible for providing
cybersecurity operation and
maintenance training to relevant
personnel.

Cooperate with the integrator to
provide cybersecurity operation and
maintenance training to relevant
personnel.

Responsible for
coordinating/cooperating with the
integrator to complete the on-site
installation and implementation.

WWW.API-MARINE.COM

Post-Maintenance

Assist the shipowner in
organizing and preparing all
materials for the E26 annual
inspection.

Assist the shipowner in
completing the E26 annual
inspection.

Provide system technical support,
after-sales warranty, system
upgrades, and other services.

Shipowner submits all materials for
the E26 annual inspection application.




AP Scope of Supply - Hardware
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Marine Network Firewall & Switch & Cabinet

|
2 Lloy
forT Rrrer Register
classNI( EAT IACS URE2

BT
Made available for LACS UR E27 {Rev.1) Cyber res;
Made available for IACS UR E26 (Rev.1)

TR

lQOO(H)*éOO(W)*HOmm(D) 44.5mm(H)"300(W)440(D)

Cybersecurity Risk Manqgemen’r System - CRMS Endpom’r Detection and Response - EDR
Security Audit System

Network Monitor System

Cyber Security Management PEED wi O

system (CSMS)

748.79mm(W)x482mm(D)x42.8mm(H)

Maritime Cybersecurl’ry Resilience Advanced CRMS O&M Mcmc:gemen’r System

IPS/IDS, Situational
Awareness

5706 30020 30020 171,299 E Forfress chhlne

mﬂ“\ 7\ ll : O&M management and auditing *
. systems

Intrusion prevention
P - Bastion host

system/intrusion detection system,
industrial vulnerability mining and *
detection platform, security
situation awareness, network
security work platform

BRI
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—p1 Work scope of each party

MARINE

(Owner, Class, Shipyard, Integrator, Yendor)

APl MARINE

- Documentation Production
- Test Procedure

Shipyard Person in Charge

- Integration Test - Collecting Data
- Vendor Engineer Arrangement

- Schedule Arrange

- Test Arrange

Vendor Engineer

- System Function Documentation
- System Block Diagram

- Test Support
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Hame
Contrals
Measurements

Mara info = Marg info =
Planning
Analysis
’ ¥ Schecule measure @  Messurement status
Action plans

Beparts

G o w8 B EHS 3P

o -

Configuration e
| I I I
| I I
o . 5

142024 1272004 042025 Q20035 D025 D4RMS 052035

Checks scheduled for the next 30 days

Name 1 I Realization date 7 Planning date
Continuous improvement. 2024-05-28 2025-04-30
Management Responsibilities. E 2024-05-25 2025-05-06
Information Security Policies 2024-05-28 2025-05-11
Understanding the organization and its context E 2024-05-02 2025-05-12
Segregation of duties. 2024-05-12 2025-05-14
Relations with the authorities 2024-05-24 2025-05-14
Mon-compliance and corrective actions 2024-05-19 2025-05-16
Information Security Duties and Responsibilities E 2024-05-09 2025-05-20
Proper use of information and other associated arsets E 2024-06-15 2025-06-06
Classification of information 2024-06-04 2025-06-11

Return of assetz 2024-06-16 2025-06-12
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