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ONE-STOP SOLUTION FOR CYBER SECURITY
SIMPLE AND EFFECTIVE

API MARINE CYBER SECURITY SYSTEM delivers a comprehensive solution for industrial cyber
protection. |t combines advanced Jrecrmo|ogy with simp|ici’ry, orcfering full visibi|iry and fast threat

response - all in one scalable platform.

The system complies with international standards and continuously monitors global and local trends

fo provide the best possib|e protection against current and emerging cyber threats.

APl MARINE TRIDENT CYBER SECURITY SYSTEM PRIMARY
FUNCTIONS FOR UR E26
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KEY BENEFITS OF APl MARINE TRIDENT CYBER SECURITY INCLUDES

3 1

Shipyards Shipowner
Support to Shipyard in preparing inventory « Cyber Security Management System (CSMS)
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What types of vessels are covered by the

regulations?

Applies to vessels with a contract after 1 July 2024:

« Over 500GT for Passenger ships, cargo ships,
offshore platforms - involved in international
travels

. Any size of se\f»prope”ed p|oh(orm involved in
marine construction (e.gA offshore wind form)

. Coastal/domestic vessels do not have to meet

the requirement
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CYBER SECURITY MANAGEMENT SYSTEM (CSMS)
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CYBER SECURITY ZONES AND TOPOLOGY DIAGRAM
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UR E26 Cyber Security Regulations
« The rule requires that the ship detects the
reat fo cybersecurify, protects against if and
e systems recover in the event of a cyber
attack - during the design phse to the opera-
tional phose
. E26 considers the ship as a |Qrge cyber space
configured by different networks
. E26 requires the shipowner and shipyord fo
ove that the ship definife|y addresses (secu-
res) the cyber attack risk

Basic Functionalities:

Security Control Dashboard
Event Monitoring

Security Update Management
Alarms & Reporting

Malware Protection Management
Network lsolation

Backup & Recovery Management
Remote Access Management
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Ready To Secure Your
Maritime Operations?
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